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WHICHEVER IS LONGER. FROM THE MAILING DATE OF THIS COMMUNICATION. 
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1 )S Responsive to communication(s) filed on 03 October 2005 , 
2a)n This action is FINAL. 2b)EI This action Is non-final. 

3) 0 Since this application Is in condition for allowance except for fonmal matters, prosecution as to the merits Is 

closed In accordance with the practice under Ex parte Quayle, 1935 CD. 1 1 , 453 O.G. 213. 
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DETAILED ACTION 

1 . Claims 1-47 were pending in this application at the time of the previous Office 
Action. By the amendment filed 10-3-2005, claims 1-24. 26-28, 30-31 , 37, 39, and 40 
are cancelled. Therefore claims 25, 29, 32-36, 38 and 41-47 remain pending and have 
been examined. 

Response to Arguments 

2. Applicant's arguments, presented with the amendment filed 10-3-2005, with 
respect to claims 1-47 have been fully considered but are moot in view of the new 
ground(s) of rejection. 

Claim Rejections - 35 USC § 102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

4. Claim 25 is rejected under 35 U.S.C. 1 02(b) as being clearly anticipated by Smith 
et al. US 6,823,070. 

Smith teaches an enciphering method (abstract, col. 1 lines 62-67), comprising: 
keeping a plurality of second keys (col. 6 lines 33-40), enciphering data with a first key 
(col. 1 lines 62-67, col. 4 lines 10-35): enciphering said first key with a p number of 
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second keys, where p is an integer greater than or equal to two of the kept plurality of 
second keys to obtain a p number of enciphered first keys respectively (col. 4 lines 33- 
54, col. 6 lines 29-67, col. 7 lines 1-67); and selecting part of said plurality of second 
keys as said p number of second keys for use in enciphering said first key In a case 
where part of said plurality of second keys has been broken (col. 4 lines 33-54, col. 6 
lines 29-67, col. 7 lines 1-67: the principal escrow agent only requires a subset of the 
nrask-encrypted keys to reconstruct the key). 

Allowable Subject Matter 

5. Claims 29, 32-36, 38 and 41 -47 are allowed. 

6. The following is an examiner's statement of reasons for allowance: 

The closest prior art in the field, Haas US 5,719,938, and Smith 6,823, 070, do 
not teach the features found in the independent claims of: 

As per daims 29 and 38: enciphering data with a first key, and then enciphering 
that first key with a P number of second keys, where P is an integer greater than or 
equal to 2, and as a result of this enciphering the first key obtaining a P number of 
enciphered first keys, and selecting a part of this plurality of second keys as the number 
of P second keys used for enciphering the first key in the event where a part of said 
plurality of second keys has been broken. The claims are distinguished from the 
teachings Smith in particular since Smith teaches an escrow system where the plurality 
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of second keys are not stored in a common location until the time to recover the p 
number of enciphered first keys, 

As per claims 32, 34, and 35: recording at least a part of a number P of second 
keys, where p is an integer greater than or equal to two, in a secret area in a 
deciphering device; inputting first enciphered data obtained by enciphering data with a 
first key and second information composed of a p number of enciphered first keys 
obtained by enciphering the first key with the P number of second keys, respectively; 
and then deciphering at least one of the P number of enciphered first keys using the 
recorded P number of second keys to obtain said first key; and confirming that the 
obtained first key is correct; and then deciphering the enciphered data using the 
obtained first key after the confirmation step. The claims are distinguished from the 
teachings Smith in particular since Smith teaches an escrow system where the plurality 
of second keys are not stored in a common location until the master seeks to recover 
the p number of enciphered first keys, 

As for claim 36: a key control method wherein a first caretaker takes custody of a 
plurality of second keys; a second caretaker takes custody of first information composed 
of enciphered data obtained by enciphering data with a first key and second information 
composed of a P number of enciphered first keys, where P is an integer greater than or 
equal to two, obtained by enciphering said first key with a P number of second keys of 
said plurality of second keys, respectively, and a third caretaker that takes custody of at 
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least part of said plurality of second keys, said at least part of said plurality of second 
keys being recorded in a secret area of a device provided by the third caretaker. The 
claims may be distinguished in particular from Smith since the claims do not teach the 
plurality p of second keys being stored at separate locations as with the dependent 
masks of Smith. 

As for claim 41 : storing a plurality of master keys, allocating at least part of the 
plurality of master keys to a player maker; receiving a session key supplied from a disk 
maker; selecting part of the plurality of master keys for use in enciphering the session 
key in a case where part of the plurality of master keys has been broken; enciphering 
the received session key with a selected part of the plurality of master keys to produce a 
plurality of enciphered session keys, and supplying the produced plurality of enciphered 
session keys to said disk maker. The claims may be distinguished in particular from 
Smith since the claims do not teach the plurality p of second keys being stored at 
separate locations as with the dependent masks of Smith, 

As for claim 42: storing a plurality of second keys, enciphering data with a first 
key; enciphering said first key with a P number of the second keys where P is an integer 
greater than or equal to two, thereby obtaining a P number of enciphered first keys, and 
then enciphering said first key with the first key itself. The claim may be distinguished 
from Smith in particular since Smith does not teach the feature of the first key being 
encrypted by itself, 
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As for claims 43, 46 and 47: a key control method applied to a key control 
organization, a disk maker, and a player maker. The claims may be distinguished from 
the teachings of Smith in particular since smith does not teach the features found in the 
claim of a player device provided a player maker with one or more master keys, and a 
disk supplied by a disk maker, and a third information obtained by enciphering a session 
key with Itself. 



7. Any inquiry concerning this communication or eariier communications from the 
examiner should be directed to Paul E. Callahan whose telephone number is (571) 272- 
3869. The examiner can normally be reached on M-F from 9 to 5. 

If attempts to reach the examiner by telephone are unsuccessful, the Examiner's 
supervisor, Emmanuel Moise, can be reached on (571 ) 272-3865. The fax phone 
number for the organization where this application or proceeding is assigned is: (571) 
273-8300. 
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